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Introduction

On the evening of September 25, 2025, Donald Trump signed National Presidential
Memorandum-7 (NSPM-7). Ostensibly a strategy for tackling “domestic terrorism and
political violence," NSPM-7 alarmed observers given its conflation of political points
of views with terrorism. The underlying logic of the memo is that left-wing political
movements disfavored by the President, his cabinet, and his MAGA movement, are
innately responsible for political violence. By treating political speech as a precursor
to terrorism, and singling out speech disfavored by Trump for targeting in particular,
NSPM-7 can be viewed as a blueprint for mobilizing the counterterrorism
bureaucracy against his domestic political opposition. Trump's 2026 Counter
Terrorism Strategy extended his administration's blatant use of the counterterrorism
framework against left-wing domestic speech. It continued a decades-long trend of
referring to “left-wing" or “anarchist” “extremists” as a domestic terrorism threat, but
dropped the pretense of ideological neutrality by removing references to
long-existing parallel categories on the political right. The Trump administration has
made clear it believes domestic terrorism is the sole domain of the political left and
that such terrorism flows from its First Amendment-protected views.

Today, much of the counterterrorism bureaucracy is housed within the Federal
Bureau of Investigation (FBI). For much of its 118-year history, the FBI has been
plagued by controversies over its surveillance of Americans' political speech. The
earliest controversy began a little more than a decade after its creation when a
newly minted intelligence division, initially dubbed the “Radical Division," was
involved in orchestrating a series of abusive raids premised on immigration
enforcement targeting individuals for their left-wing political speech (“The Palmer
Raids"). Allegations that the Intelligence Division was spying on political speech,
along with revelations that the FBI had spied on Congressional critics of a corruption
scandal ("Teapot Dome") within the Warren G. Harding administration, caused
Attorney General Harlan Fiske Stone to pursue the first attempt at reforming the FBI
to prevent political surveillance in 1924. The disbanding of the FBI's intelligence
division was short-lived; in the runup to World War Il the FBI was given responsibility
for domestic intelligence in the U.S. From the late 1930s to the early 1970s, the FBI, in
the name of gathering intelligence about “‘domestic security,” engaged in mass
surveillance of Americans' political activities, mostly those with left-wing views.
Following the Watergate scandal, Congress actively probed these FBI activities,
revealing how the FBI had spied on civil rights leader Martin Luther King Jr. and the
movement against the Vietnam War. Revelations that Americans who had peacefully



and lawfully protested their government only to be spied on as security threats
produced backlash against the FBI and renewed efforts at reform.

In spite of these reforms, the FBI would continue to be embroiled in domestic spying
scandals. In the 1980s, they were caught investigating opponents of the U.S. military
aid to El Salvador as "international terrorists.” Following the September 11, 2001
terrorist attacks, members of the Bush administration began to roll back the
post-Watergate restrictions. Critics immediately pointed out that the move could
revive the type of surveillance carried out against King or the anti-Viethnam War
movement, and Congress heard evidence about surveillance of left-wing civil
society groups in the name of fighting terrorism. In the last decade, the FBI has
come under fire for its targeting of “Black Identity Extremists,” a term widely believed
to encompass supporters of the Black Lives Matter movement, as well as its
investigation into associates of Trump's presidential campaign. Critics of both actions
have accused the FBI of political bias.

In response to such criticisms, the FBI maintains they do not “investigate First
Amendment-protected speech or association, peaceful protests, or political activity,”
but instead investigate violence, including by those who “hijack” *legitimate” First
Amendment activity.! Former Director Christopher Wray repeatedly responded to
criticisms by asserting FBI investigations are “properly predicated.

On paper, the FBI is forbidden from opening an investigation “solely” based on First
Amendment-protected speech. But the FBI's loose guidelines, long history of
gathering intelligence on speech, and increasing embrace of a preventative
approach to counterterrorism all gear it towards spying on the First Amendment. It is
no surprise, then, that the Trump administration seeks to rely on the FBI's
counterterrorism bureaucracy in its war on domestic political speech.

Today’s FBI

Americans familiar with the FBI from the litany of primetime police procedurals likely
think of the FBI solely as a law enforcement agency. While the FBI leads our nation's
law enforcement, the FBI is a hybrid agency. In addition to law enforcement, the FBI
is also an intelligence agency. Currently, the FBI describes itself as “an
intelligence-driven and threat-focused national security organization with both
intelligence and law enforcement responsibilities.”

! Statement of Christopher Wray, Director Federal Bureau of Investigation, Before the Committee on
Judiciary, United States Senate, at Hearing Entitled "FBI Oversight" (March 2, 2021)



The FBI currently has a Criminal, Cyber, Response, and Services Branch, National
Security Branch, and Intelligence Branch. The Criminal, Cyber, Response, and
Services Branch contains the Criminal Division, which investigates white collar
crimes, civil rights violations, and significant violent crime. The National Security
Branch houses the Counterintelligence Division, the Counterterrorism Division, and
the Terrorist Screening Center. Increasingly the Counterintelligence Division
investigates not only actual espionage, but also whistleblowers who make
unauthorized disclosures of classified information to the media. The
Counterterrorism Division, which investigates both international and domestic
terrorism, also oversees the nation's 280 Joint Terrorism Task Forces (JTTFs). At
JTTFs, local police are deputized to act as FBI counterterrorism agents. Typically,
local police operate under the Attorney General guidelines, which are substantially
looser than many local police regulations.

While the FBI's law enforcement mission derives from criminal statutes passed by
Congress, the authority for its intelligence powers is less clear-cut. The FBI cites a
mix of administrative and statutory authorizations. The chief authorization for FBI
foreign intelligence collections is Executive Order 12333. Originally promulgated by
Ronald Reagan in 1981, this order remains the chief foundation of the organization of
the contemporary intelligence community. It assigns the FBI the responsibility within
the United States for conducting “counterintelligence.” It may also coordinate with
the CIA to carry out counterintelligence outside the U.S, and it may carry out
counterintelligence collection at the request of other intelligence agencies.

This dual role is significant given that the United States has a dual-track surveillance
system that involves a different set of regulations for foreign intelligence surveillance
than for criminal surveillance. In the late 1960s, the Supreme Court ruled that a
warrant is required for wiretaps in criminal investigations, while deliberately
declining to rule that a wiretap was required in a “national’security context.?
Congress, in the Omnibus Crime Control and Safe Streets Act of 1968, authorized
wiretaps for domestic criminal investigations, but made clear it was not constraining

% Katz v. United States, 389 U.S. 347 (1967). At footnote 23, the majority specified, “Whether safeguards
other than prior authorization by a magistrate would satisfy the Fourth Amendment in a situation
involving the national security is a question not presented by this case.” This led to two separate
concurrences, one from Justice White stating national security wiretaps did not require a warrant. In a
concurrence from Justices Douglas and Brennan the Justices stated, “While | join the opinion of the
Court, | feel compelled to reply to the separate concurring opinion of my Brother WHITE, which | view
as a wholly unwarranted green light for the Executive Branch to resort to electronic eavesdropping
without a warrant in cases which the Executive Branch itself labels "national security" matters.



foreign intelligence gathering.? In the early 1970s, the Supreme Court ruled there is
no domestic security or domestic terrorism exception to the warrant requirement,
but declined to determine whether there is a warrant requirement for foreign
intelligence gathering.* Congress stepped into the fold in 1978, passing the Foreign
Intelligence Surveillance Act (FISA), which requires warrants for electronic foreign
intelligence surveillance against U.S. persons. It also created a special court, the
Foreign Intelligence Surveillance Court (FISC) to approve FISA warrants. Only the
government is present at the court's secret proceedings.

In addition to FISA requiring warrants for electronic FBI foreign intelligence
surveillance, Executive Order 12333 allows the Attorney General “to approve the use
for intelligence purposes, within the United States or against a United States person
abroad, of any technique for which a warrant would be required if undertaken for
law enforcement purposes, provided that such techniques shall not be undertaken
unless the Attorney General has determined in each case that there is probable
cause to believe that the technique is directed against a foreign power or an agent
of a foreign power”" This provision was used by multiple Attorneys General to
conduct warrantless national security searches, i.e. break-ins. After concerns that
Russian spy Aldrich Aimes would challenge the constitutionality of such warrantless
break-ins, Congress amended FISA to allow the Foreign Intelligence Surveillance
Court to approve physical searches in addition to electronic surveillance.

The bifurcation between law enforcement surveillance and intelligence surveillance
extends beyond just electronic surveillance and physical surveillance requiring
warrants. If a law enforcement agent wishes to obtain business records as part of a
routine criminal investigation, they typically must obtain a grand jury subpoena. If the
investigation has a national security purpose, the FBI may obtain a national security

3 The statute read, “Nothing contained in this chapter or in section 605 of the Communications Act of
1034 (48 Stat. 1143; 47 U.S.C. 605) shall limit the constitutional power of the President to take such
measures as he deems necessary to protect the Nation against actual or potential attack or other
hostile acts of a foreign power, to obtain foreign intelligence information deemed essential to the
security of the United States, or to protect national security information against foreign intelligence
activities. Nor shall anything contained in this chapter be deemed to limit the constitutional power of
the President to take such measures as he deems necessary to protect the United States against the
overthrow of the Government by force or other unlawful means, or against any other clear and
present danger to the structure or existence of the Government. The contents of any wire or oral
communication intercepted by authority of the President in the exercise of the foregoing powers may
be received in evidence in any trial hearing, or other proceeding only where such interception was
reasonable, and shall not be otherwise used or disclosed except as is necessary to implement that
power.

4 United States v. US. District Court for Eastern District of Michigan, 407 U.S. 297 (1972). The majority
wrote, "“We have not addressed, and express no opinion as to, the issues which may be involved with
respect to activities of foreign powers or their agents”



letter, a type of administrative subpoena that does not require judicial approval. Pen
registers-devices that record the phone numbers that a particular phone line
dials-similarly face different statutory regulations if they are used for routine law
enforcement or intelligence collection.

While electronic surveillance, physical searches, and compulsory process are
regulated by the Constitution and statute, who, why, and in many cases how the FBI
investigates is not. Nor is a range of intrusive surveillance--the use of informants,
physical surveillance, going through trash do not require warrants. Thus, they are left
to the Attorney General to regulate.

Following revelations about the FBI's illicit surveillance of Americans' speech, Gerald
Ford's Attorney General Edward Levi and his successors enacted a series of
guidelines to limit the FBI. Initially, separate guidelines exist for domestic criminal
investigations, including those into domestic terrorism, foreign intelligence
collection and national security, civil unrest, and the use of informants. On October 3,
2008, Attorney General Michael Mukasey issued new guidelines for the FBI which
remain in effect today. For the first time since such guidelines were first promulgated
under the Ford administration, Mukasey did away with separate guidelines for
domestic criminal investigations and foreign intelligence investigations.

The new guidelines were the culmination of two trends of the post-9/11 War on
Terror. First, they were explicitly about tearing down the supposed wall between
intelligence and law enforcement. In order to prevent the abuses of the Hoover-era,
where intelligence gathering and domestic security investigations were used to
Justify snooping on political activity, Congress attempted to require most FBI
investigations to be predicated on some suspicion of criminal activity. This was not
the case for foreign intelligence and national security investigations. This distinction
was created in part because Constitutional, statutory, and administrative protections
of civil liberties are all stronger in law enforcement investigations than in foreign
intelligence collection. Domestic investigations and national security investigations
had different standards for opening them. This is no longer the case under the
unified guidelines.

The guidelines were also part of a trend of adopting a preventive approach to
counterterrorism. As soon as checks were placed on the FBI and other intelligence
agencies in response to the post-Watergate revelations about political surveillance,
critics of the civil liberties protections began claiming they would hinder the FBI's
ability to prevent terrorism. Supporters of the Hoover-era spying sought to restore it
by arguing that stopping terrorism required preventative intelligence gathering on



potential terrorists. They argued limiting the FBI to surveillance of agents of foreign
powers or those engaged in criminal conduct robbed them of the ability to do this.
Early supporters of this framework often made explicit that potential terrorists were
people engaged in lawful, political speech.® Following the horrific September 11,
2001 attacks, the Bush administration officials made clear the FBI needed to
transform from being a law enforcement agency that prosecuted terrorism after it
occurred to an intelligence agency that prevented terrorism before it could happen.

In line with this preventive approach, the guidelines authorize the FBI to carry out
investigations to “to detect, obtain information about, and prevent and protect
against federal crimes and threats to the national security and to collect foreign
intelligence’”

“Threats to the national security” are defined by the Attorney General as
‘international terrorism; espionage and other intelligence activities, sabotage, and
assassination, conducted by, for, or on behalf of foreign powers, organizations, or
persons; foreign computer intrusion; and other matters determined by the Attorney
General, consistent with Executive Order 12333." While the powers to investigate
criminal wrongdoers comes from laws passed by Congress, the FBI's power to
investigate threats to national security “derives from the executive order concerning
U.S. intelligence activities, from delegations of functions by the Attorney General,
and from various statutory sources.” In addition to criminal prosecution,
investigations into threats to national security also seek to find individuals to be
deported on national security grounds, freezing of assets, issuing threat warnings to
police or private actions, and supporting “diplomatic or military actions; and actions
by other intelligence agencies to counter international terrorism or other national
security threats!

The Attorney General defines the collection of foreign intelligence as “information
relating to the capabilities, intentions, or activities of foreign governments or
elements thereof, foreign organizations or foreign persons, or international terrorists.”
The FBI's authority to collect foreign intelligence stems from a “mixture of
administrative and statutory sources.” Executive Order 12333, which was originally

5E.G. Select Committee to Study Governmental Operations with Respect to Intelligence Activities,
Final Report Book II: Intelligence Activities and The Rights of Americans (1976) at 389 to 392;
Statement of Senator Jeremiah Denton before Committee on the Judiciary, Subcommittee on
Security and Terrorism, US Senate, at hearing entitled “Domestic Security (LEVI);" Statement of John P.
Easton, before Committee on the Judiciary, Subcommittee on Security and Terrorism, US Senate, at
hearing entitled "Domestic Security (LEVI); Samuel T. Francis and William T. Poole, Terrorism in
American: The Developing Internal Security Crisis (Heritage Foundation, 1978)



promulgated by Ronald Reagan and remains the chief source of authority for the
intelligence community to this day, makes the FBI the main domestic agency for
foreign intelligence collection. Attorney General guidelines for the FBI makes clear
that collection of foreign intelligence goes “beyond federal crimes and threats to the
national security” and “that the information so gathered may concern lawful
activities'

In addition to investigations into federal crimes, threats to national security, and the
collection of foreign intelligence, the FBI is authorized to assist local law
enforcement or foreign agencies. In its role as an intelligence and law enforcement
and intelligence agency, the FBI's “basic functions accordingly extend beyond
limited investigations of discrete matters, and include broader analytic and planning

function'”

As part of its power to advise other federal agencies, the FBI is explicitly tasked with
collecting information on “actual or potential civil disorders” to assist the President in
‘determiningl..lwhether use of the armed forces or militia is required and how a
decision to commit troops should be implemented.” Such investigations require the
authorization of the Attorney General, Deputy Attorney General, or Assistant
Attorney General for the Criminal Division, and they require renewal every 30 days.
The Attorney General, Deputy Attorney General, or Assistant Attorney General for
the Criminal Division can also authorize the FBI to “collect information relating to
demonstration activities that are likely to require the federal government to take
action to facilitate the activities and provide public health and safety measures with
respect to those activities”

FBI Investigation Categories

Current Attorney General guidelines divide the FBI's investigations into three
categories--assessments, predicated investigations, and enterprise investigations.

Assessments do not require a factual predicate to believe the subject is committing a
federal crime nor poses a threat to the national security. Instead, they require an
‘authorized purpose.” Authorized purposes include “seeking information, proactively
or in response to investigative leads" about federal crimes, threats to national
security, or foreign intelligence collection; obtaining information about potential
targets of federal crimes or national security threats; identifying potential informants;
and obtaining information for intelligence analysis and planning. Race, religion,
national origin, or First Amendment-protected speech may not be the sole basis for



opening the investigation, but there is no blanket prohibition of their use. In spite of
the fact that an individual can be the subject of an assessment with no factual
reason to believe they are engaged in wrongdoing, the FBI may use incredibly
intrusive techniques during an assessment, including using informants and
infiltrators, conducting physical surveillance, and rummaging through an individual's
trash.

Predicated investigations are further subdivided between full and preliminary
investigations. A predicated investigation can be opened in response to a federal
crime or threat to the national security that is occurring or may occur;, someone or
some organization may be a victim of a federal crime or threat to the national
security or be recruited to carry out such actions; or to collect foreign intelligence. A
preliminary investigation may be opened if there is information or allegations
indicating such a circumstance exists. A full investigation may be opened on an
articulable factual basis if such circumstances exist.

An enterprise investigation is an investigation into a group or organization engaged in
racketeering; international terrorism or threats to the national security; domestic
terrorism; "furthering political or social goals wholly or in part through activities that
involve force or violence or a violation of federal criminal law;" acts of terrorsim that
transcend international boundaries; or violations of a federal statute protecting
‘animal enterprises.” Enterprise investigations constitute full investigations and thus
require an articulable factual basis.

The First Amendment and the FBI

The First Amendment of the United States Constitution protects the right to freedom
of speech, assembly, religion, and to petition the government. Like all federal
agencies, the FBI is bound by the First Amendment. In a landmark 1972 case, Laird v.
Tatum, peaceful anti-Vietnam War protesters attempted to sue the Department of
Defense, arguing the military's gathering of intelligence on their political speech
violated the First Amendment. In a 5-4 decision, the Supreme Court refused to
decide the case on its merits. Instead, the majority reasoned that the plaintiffs claim
that the surveillance chilled their speech did not constitute a harm and thus no court
could hear the case. The legacy of Laird is that it is extremely difficult--though not
impossible--to challenge political surveillance by law enforcement and intelligence
agencies on First Amendment grounds.



In 2003, the FBI issued two controversial intelligence bulletins, one on “Tactics Used
During Protests and Demonstrations,” and one on “Potential for Criminal Activity at
Free Trade Area of the Americas (FTAA) Annual Meeting." The latter bulletin was
prepared in advance of mass protests against the Iraq War. It went so far as to list
“tactics by which protestors draw attention,” which included “marches, banners, and
forms of passive resistance such as sit-in" It urged law enforcement to “be alert to
these possible indicators of protest activity and report any potentially illegal acts to
the nearest FBI Joint Terrorism Task Force.®

Disturbed, Department of Justice Inspector General Glenn A. Fine wrote to the Office
of Legal Counsel (OLC) asking if these bulletins “violated the First Amendment or
otherwise unconstitutionally blurred the line between lawful protest activity and
illegal terrorist acts." In an OLC opinion, OLC head Jack Goldsmith, in part relying on
Laird, argued they did not. He went so far as to tell the Inspector General that the
‘applicability of the First Amendment [to the bulletins] is not obvious." Goldsmith
argued that “it is doubtful that the mere monitoring and reporting of lawful protest
activity, without more, would raise any substantial First Amendment problems’
Responding to the concern that “by requesting surveillance of public protests for
possible unlawful activity, will deter protestors from exercising their First
Amendment rights,” Goldsmith relied on a host of Supreme Court opinions, including
Tatum, to argue that this raised no constitutional concerns.” The OLC opinion made
clear that the executive branch believes it is hot unconstitutional for the FBI to
monitor protected speech so long as it claimed it was looking for potential unlawful
activity, such as terrorist threats or “civil disorder” It is unclear what the current status
of the OLC opinion is, but there is ho evidence of it being rescinded or overruled,
meaning it should be assumed to remain in effect.

In part due to the legacy of the Hoover-era FBI spying, Congress passed the Privacy
Act of 1974. The law states that any federal agency must “maintain no record
describing how any individual exercises rights guaranteed by the First Amendment
unless expressly authorized by statute or by the individual about whom the record is
maintained or unless pertinent to and within the scope of an authorized law
enforcement activity” However, the Attorney General guidelines take the position
that all activities authorized by the guidelines constitute authorized law enforcement
under the Privacy Act. This includes not only investigations into federal crimes, but
investigations into threats to the national security, collection of foreign intelligence

® Federal Bureau of Investigation, Intelligence Bulletin No. 89, October 15, 2003
7 Department of Justice, Office Of Legal Counsel, Memorandum for Glenn A Fine, Inspector General,
Re: Constitutionality of Certain FBI Bulletins, April 4, 2004



(which per the guidelines, may concern lawful activity), intelligence gathered about
potential civil unrest, and intelligence planning and analysis. Under the guidelines,
any of these purposes allows for the maintenance of records about First
Amendment activities. The Seventh Circuit has found in the context of the FBI's
national security mission, the Privacy Act's law enforcement exception does not
require the FBI “currently involved in a law enforcement investigation” of the person
whose First Amendment activity they maintain records on.®

Although the First Amendment is designed to protect political speech from
government intrusion, and the Privacy Act was passed to end the Hoover-type
surveillance of political speech, a patchwork of judicial opinions, OLC legal
guidance, and the Attorney General's guidelines have created a situation in which
the FBI is given broad latitude to monitor political speech.

Counterterrorism and Political Monitoring

Since the reforms of the 1970s put the FBI out of the business of explicitly
monitoring "subversive activities” it has been the Bureau's counterterrorism
investigations that have most frequently raised First Amendment concerns. As soon
as checks were proposed on FBI surveillance in the wake of revelations about the
FBI's surveillance of civil rights and anti-war movements, supporters of unchecked
FBI power cited counterterrorism as a reason not to restrict the FBI's political
surveillance. In the decades before the September 11 attacks, efforts to keep or
revive the Hoover-type surveillance programs were deeply intertwined with claims
about the FBI's need for an expansive counterterrorism program.

While there is no universally accepted definition of the term, “terrorism” remains
distinguished from other crimes by the political motivations of the actor. For
example, federal code defines both international and domestic terrorism as violent
acts or acts dangerous to human life that violate criminal law, designed to intimidate
or coerce a civilian population; influence the policy of a government by intimidation
or coercion; and/or to affect the conduct of a government by mass destruction,
assassination, or kidnapping. Internally, the FBI defines an act of domestic terrorism
as a “criminal act which involves an individual(s) who seeks to further political and/or
social goals wholly or in part through activities that involve the use of force or
violence and violate federal law."

8 Mahmoud C. Bassiouni, Also Known As Cherif Bassiouni, Plaintiff-appellant v. Federal Bureau of
Investigation, Defendant-appellee, 436 F.3d 712 (7th Cir. 2006)

9 U.S. Department of Justice, Office of the Inspector General, A Review of the FBI's Investigations of
Certain Domestic Advocacy Groups (September 2010) at 145 to 146



While the Inspector General has acknowledged concerns “about whether the FBI
has expanded the definition of domestic terrorism to people who engage in
mainstream political activity, including nonviolent protest and civil disobedience,’
even a narrow reading of these definitions becomes concerning when one considers
the FBI's preventive focus.™ If the FBI is tasked not just with prosecuting terrorists,
but preventing and disrupting potential terrorists, the political nature of terrorism
means the FBI's eyes shift to speech.

This tendency to look at speech becomes further entrenched when considering the
FBI approaches domestic terrorism through a framework of extremist movements.
FBI domestic terrorism investigations into both individuals and groups are classified
based on the “extremist” movement to which the subject belongs.* The FBI
investigative classifications include anarchist Black Separatists, animal rights and
environmental activism, Puerto Rican independence, and militia extremists. Each of
these movements is defined based on adherents' political views. For example, the
FBI defines anarchist extremists as “[those opposed tol all forms of capitalism,
corporate globalization, and governing institutions,” which are perceived as harmful
to society.*?

Although the FBI's guidelines prohibit investigations based solely on First
Amendment activity, the mixture of the extremism definitions and preventive
framework opens the door for surveillance of speech.

Of particular concern is FBI assessments. Assessments do not require predication to
believe the subject is violating federal law or threatening national security. And the
current guidelines make clear that this level of investigation is explicitly designed
with the preventative approach to terrorism in mind. The guidelines explain, “to carry
out its central mission of preventing the commission of terrorist acts against the
United States and its people, the FBI must proactively draw on available sources of
information to identify terrorist threats and activities. It cannot be content to wait for
leads to come in through the actions of others, but rather must be vigilant in
detecting terrorist activities to the full extent permitted by law, with an eye towards
early intervention and prevention of acts of terrorism before they occur’

19 U.S. Department of Justice, Office of the Inspector General, A Review of the FBI's Investigations of
Certain Domestic Advocacy Groups (September 2010) at 23

' See Patrick Eddington, “Is the FBI's ‘Black Identity Extremist’ Label Still in Use?" Antiwar.com,
(November 30, 2022)

> National Security Council, National Strategy for Countering Domestic Terrorism (June 2021) at 8



An FBI agent, or one of the local law enforcement agents deputized to act on behalf
of the FBI as part of a Joint Terrorism Task Force, who is tasked with finding potential
terrorists, told that terrorists are those with anti-capitalist views, and urged to act
preventatively, is likely to interpret this to mean they should be preemptively looking
at those with anti-capitalist views. FBI investigative files released to Defending Rights
& Dissent under the Freedom of Information Act (FOIA), show that even when the FBI
operated under more stringent guidelines, agents interpreted holding views in line
with the description of an extremist category as justifying opening an investigation.™
While assessments may not be opened based solely on First Amendment activity
on paper, the conflation of speech and terrorism, low evidentiary threshold for
assessments, and pressure to preventatively find potential terrorists sends at best
mixed messages to agents and at worst creates incentives for blatant political
policing.

In addition to extremist movements, the FBI treats civil disorder or violations of
federal anti-riot laws as domestic terrorism. This means that any unlawful activity at
a protest, be it civil disobedience or vandalism, is viewed by the FBI through the lens
of counterterrorism. As nearly any protest could have a potential unlawful act occur,
even if the organizers and majority of participants intend only to engage in First
Amendment-protected speech, the preventative approach creates nearly limitless
potential for monitoring any demonstration. FBI documents released under FOIA
have shown the FBI monitoring protests where the agency openly acknowledged
that organizers had “peaceful intentions” using precisely this logic.** And the FBI's
controversial intelligence bulletin on protest tactics encouraged local law
enforcement to know the signs of lawful protest activity, so they could preemptively
monitor protests for unlawful activity and report to Joint Terrorism Task Forces.

The FBI's international terrorism program is cloaked in secrecy, as-unlike domestic
terrorism-it is subject to classification. The FBI has gone so far as to claim
investigative classifications for international terrorism themselves should be kept
secret. However, information in the public domain makes clear that international
terrorism investigations center in large part on the pursuit of designated Foreign
Terrorist Organizations. Under the Immigration and Nationality Act, as amended by
the Anti-Terrorism and Effective Death Penalty, the Secretary of State can designate
a foreign organization a “Foreign Terrorist Organization.' It is a felony to provide such
organizations with material support. Material support includes not just support for

3 See Chip Gibbons, "FBI Opened Terrorism Investigations Into Nonviolent Palestinian Solidarity
Group, Documents Reveal," The Intercept (April 5, 2020)

“ See "Exposed: FBI Surveillance of School of the Americas Watch," Partnership for Civil Justice Fund
(November 12, 2015)



their unlawful or violent actions, but coordinated political advocacy or provisions of
humanitarian aid. Thus acts that may be totally lawful, even protected by the First
Amendment, when not done in support of a blacklisted organization, became
terrorism offenses were done in support of a blacklisted organization.

The FBI also pursues “Homegrown Violent Extremists” under its international
terrorism program. These are U.S.-based actors who act independently of Foreign
Terrorist Organizations, but in “furtherance of political or social objectives promoted
by a [Floreign [Tlerrorist [Olrganization® The FBI treats them as international, not
domestic, terrorists. This label has been applied exclusively to Muslims. In order to
counter the threat of the "Homegrown Violent Extremists,” the FBI has in the past
embraced theories of radicalization that treat First Amendment-protected activity as
a precursor to becoming a “Homegrown Violent Extremist.” Signs of such
radicalization were designed in line with the preventive approach to terrorism.

As part of its foreign intelligence and national security mandates, the FBI has access
to a database of communications intercepted by the National Security Agency (NSA)
under §702 of FISA (as amended by the FISA Amendments Act of 2008). Under §702,
the NSA gathers communications of non-U.S. persons. It is not supposed to be used
to intentionally target U.S. persons, but if U.S. persons' communications are
incidentally collected, they can be stored and searched without a warrant. The FBI
conducts queries of this data, often by running an individual's name through all of
the communications collected. The FBI was caught improperly searching the data
by searching for the names of those arrested at George Floyd demonstrations, as
well as those involved in January 6 protests.’® In December 2023, then-chair of
House Intelligence Committee Mike Turner argued that Congress should renew §702
citing protests against Israel's war in Gaza, stating §702 could be used to determine if
U.S. persons were protesting Israeli actions in response to "solicitations” from Hamas
(as mentioned above, under §702 U.S. persons are not supposed to be intentionally
targeted).””

This disregard for the First Amendment deeply mirrors actions taken by the FBI in
the 1960s and 1970s. Under pressure from the Johnson and Nixon administrations,
the FBI and other intelligence agencies were tasked with proving domestic protests
against the Vietnam War or for racial justice were the product of Soviet foreign

% The National Counterterrorism Center (NCTC), Federal Bureau of Investigation (FBI), and
Department of Homeland Security (DHS), US Violent Extremism: Mobilization Indicators (2025) at 2
6 Spencer Ackerman, “The FBI Is Back to Its Old Habits: Illegally Spying on Protesters," The Nation,
June g, 2023

7 Dell Cameron, “U.S. Lawmaker Cited NYC Protests in a Defense of Warrantless Spying,” Wired,
March 12, 2024



influence. As part of this futile quest, the FBI supplied the NSA with the names of
U.S. citizens to be added to a watchlist. Many of those watchlisted were described
by the FBI as “racial extremists." Today, the U.S. is awash in claims that domestic
political movements are really the work of foreign influence. Claims of Russian
interference in the 2016 election animated the FBI's controversial investigations into
associates of the Trump campaign. Both Republicans and Democrats have
baselessly disparaged supporters of a ceasefire in Gaza by claiming they are
products of foreign influence. Recently, the Trump administration has revived Cold
War-era conspiracy theories about Cuba being behind domestic U.S. protest, going
so far as to explicitly label a number of domestic groups agents of Cuban influence.
Given such escalating rhetoric and the FBI's track record, it is concerning that the FBI
could again use manufactured concerns about foreign interference to spy on purely
domestic speech. Given the FBI's access to national security and foreign intelligence
surveillance when battling supposed foreign interference, this possibility is
especially troubling.

The FBl and NSPM-7

Trump's NSPM-7 is a clear blueprint for targeting domestic political speech on the
left. Despite the pretext of stopping political violence, the memo makes clear that
the administration believes not only that violence is exclusively committed by the
left, but that left-wing views are themselves the causes of the violence. The views it
lists as those animating this violence include "anti-Americanism, anti-capitalism, and
anti-Christianity; support for the overthrow of the United States Government;
extremism on migration, race, and gender; and hostility towards those who hold
traditional American views on family, religion, and morality." Like previous
counterterrorism documents, it makes clear the goal is not merely prosecution, but
prevention and disruption. It calls for the creation of a national strategy to do so. In
addition to listing ideologies the administration believes motivate left-wing violence,
the memo calls on the Attorney General to identify “any behaviors, fact patterns,
recurrent motivations, or other indicia common to organizations and entities that
coordinate these acts in order to direct efforts to identify and prevent potential
violent activity!’

While NSPM-7 involves a number of government bodies, the chief agencies
responsible for executing its directives are the FBI's Joint Terrorism Task Forces. Not
only are individual JTTFs responsible for carrying out investigations under NSPM-7,
but the National Joint Terrorist Task Force must “provide regular progress updates to



the President through the Assistant to the President and Homeland Security Advisor
[Stephen Miller]”

As mentioned above, while Joint Terrorism Task Forces carry out investigations
under the auspices of the FBI, they are often staffed by local police acting as “Task
Force Agents” NSPM-7 directs the FBI's 200 JTTFs, comprising 4,000 agents around
the country, to find terrorists likely to be inspired by such vague concepts as
‘extremism on gender” or “anti-Americanism.” This extremely broad language leads
to individual agents interpreting what these viewpoints mean to them when
determining who to target. And thanks to the existence of FBI assessments,
designed with the same preventive purpose that NSPM-7 echoes, Task Force
Officers can investigate groups or individuals without a factual basis to suspect them
of criminal wrongdoing or consider them a national security threat.

At the assessment level, the FBI can even have an informant infiltrate their group.
Informants often act as agent provocateurs in sting operations, in which the
informant proposes and recruits individuals to participate in a fictitious terror plot
concocted by the FBI.

With real pressure from Trump, Miller, and the White House, the agents' loose
guidelines, politicized guidance, and track record of the FBI creates a recipe for
disaster.



Recommendations for Congress

Throughout its history, the FBI has inappropriately monitored First
Amendment-protected activity. Even before the Trump administration, a series of
court decisions and executive branch interpretations made a mockery of both the
Constitution and Congress's clear intent to rein in government spying. While the
stakes were high before, the actions of the Trump administration, especially those of
Stephen Miller, have made it clear they aim to use the counterterrorism bureaucracy
to destroy their domestic political opponents. Congress must act now by:

e Creating a statutory charter for the FBI that outlines what they can
investigate and why. The FBI should not be basing its authority off of a
patchwork of statutes, executive orders, and administrative authorities.
Instead, its authorities must be clearly delineated by Congress, including what
the FBI investigates and when it can open an investigation.

e Focusing FBI terrorism investigation on crimes of violence, not political
ideology. The current FBI counterterrorism program includes an expansive
scope beyond acts of violence. Its approach to terrorism clearly also treats
speech as a first step to becoming a terrorist. Congress must impose on the
FBI a definition of terrorism that puts the focus on criminal violence against
people.

e Clarifying protections for political speech. The First Amendment and the
Privacy Act were designed to protect Americans from the government
monitoring their political speech. Judicial decisions and executive branch
lawyers have rendered these protections almost meaningless when it comes
to FBIl investigations. Congress must eliminate the FBI's assessments and put
them out of the business of suspicionless investigations. The FBI must only be
allowed to open investigations with a hexus to First Amendment- protected
activity when articulable facts indicate a federal crime is being or is likely to
be committed. Congress must clarify this is the only authorized law
enforcement purpose under which the FBI can maintain records about First
Amendment-protected activity.

e Requiring a warrant for §702 queries and other foreign intelligence
searches. Congress must end FBI backdoor searches of §702 data and
require a warrant based on probable cause for doing so. Congress must also
clarify that there is no inherent executive authority to conduct warrantless
searches for foreign intelligence purposes if those searches were to require a
warrant for domestic law enforcement purposes.



Key Terms and Acronyms

NSPM-7: National Security Presidential Memorandum-7, directs the Secretaries of
State, Treasury, Homeland Security, and the Attorney General (who oversees the FBI)
to develop and implement plans for “Countering Domestic Terrorism and Organized
Political Violence! It treats left-wing political speech as the cause of political
violence.

JTTFs: Joint Terrorism Task Forces — Overseen by the FBI's Counterterrorism Division,
they carry out a significant portion of FBI domestic and international terrorism
investigations. JTTF are heavily staffed by local police and even other federal law
enforcement agents who act as “Task Force Officers,” carrying out FBI terrorism
investigations under FBI rules. NSPM-7 instructs the National JTTF to “coordinate
and supervise a comprehensive national strategy to investigate, prosecute, and
disrupt entities and individuals engaged in acts of political violence and intimidation
designed to suppress lawful political activity or obstruct the rule of law!” It also
instructs local JTTFs to investigate “Federal crimes relating to acts of recruiting or
radicalizing” and institutional funders.

FISA: Foreign Intelligence Surveillance Act - 1978 law requiring warrants for
electronic foreign intelligence surveillance against U.S. persons, and creating a
secret court to approve these warrants, the Foreign Intelligence Surveillance Court
(FISC).

FISA Section 702 (§702) - A key provision of the Foreign Intelligence Surveillance
Act added via a Bush-era amendment to retroactively legalize previously unlawful
surveillance. While used by the NSA to surveil communications of non-U.S. persons,
if information about U.S. persons is “incidentally collected" such information is stored
and can be accessed by the FBI without a warrant. This essentially creates a
loophole to evade the Fourth Amendment and FISAs warrant requirements.

Executive Order 12333: 1981 order signed by Pres. Reagan that serves as the main
source of authority for the Intelligence Community to this day. It made the FBI the
primary domestic agency for foreign intelligence collection. The FBI cites this as an
authority for its investigations into “threats to the national security” and for its foreign
intelligence collection.


https://www.archives.gov/federal-register/codification/executive-order/12333.html
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